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NHPOPMALIMOHHASA ITAMSATKA
JJIA OBYYAIOIUXCA 1A PASMEIIEHUSA
HA OPNIUNAJBHBIX UHTEPHET-PECYPCAX

C Ka)apIM TOJ0M MOJIOJIC)KH B HHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOJbHUKU
OJIHW M3 CaMbIX aKTHBHBIX IOJIb30BaTescii Pynera. Mexay TeM, IOMUMO OIPOMHOTO
KOJIMYECTBAa BO3MOXXHOCTCH, MHTEPHET HECET M IMPOOJIeMBl. DJTa IMaMsATKa JODKHA
IIOMOYb TeO€e O€30IMacCHO HaXOAUThCS B CETH.

KomneroTepHbie BUPYChI

KoMmbroTepHslii BHPYC - 3TO PAa3HOBUIAHOCTh KOMIIBIOTEPHBIX MPOrpamw,
OTJIMYUTEIBHOU OCOOEHHOCTHIO KOTOPOH SIBIIETCS CIOCOOHOCTh K pa3MHOKEHUI0. B
JOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAHMTH WJIU MOJHOCTHIO YHHUUYTOXHUTH BCE
Gainibl M JaHHBIE, MOJKOHTPOJIbHBIE IOJB30BATENI0, OT HUMEHH KOTOporo Obuia
3alylieHa 3apakKeHHas MpOrpaMMa, a TAaKXKe MOBPEIUTh WIM JIaXe YHHUYTOXHTh
OTIEPAIIMOHHYIO0 CHUCTEMY CO BCeMH (aillaMu B 1eJoM. B OoNbIIMHCTBE CilydaeB
PacIpoCTPaHsIOTCS BUPYChI U€pPE3 NHTEPHET.

MGTOI[BI 3aIUTBI OT BPpCAOHOCHBIX ITPOI'paMM:

1. cnonp3yil COBPEMEHHBIE OINEPAIMOHHBIE CHUCTEMbBI, UMEIOIIUE CEPhE3HBIN
YPOBEHb 3aILUTHI OT BPEAOHOCHBIX IIPOIPaMM;

2. [TIlocrosHHO ycraHaBiMBail mnadtu (UKU(pPOBBIE 3aIIaTKU, KOTOpPbIE
ABTOMAaTUYECKH YCTAaHABJIMBAIOTCS C LEJIbI0 JOpabOTKHM NPOrpaMMbl) U JApyrue
OOHOBJICHHS CBOEH OmeparroHHON cucTeMbl. CKauMBail X TOJIBKO C O(UIIMATBHOTO
caiita pa3zpaborunka OC. Eciu cymecTByeT peXuM aBTOMAaTUYE€CKOTO OOHOBJICHMS,
BKJIFOYH €T0;

3. PabGoraii Ha cBOEM KOMIIBIOTCPC IIOA IIpaBaMH IIOJIB30BATCIII, a4 HC
aJIMHUHHUCTpATOopa. ODTO HE TO3BOJIUT 6OHBIHI/IHCTBy BPCAOHOCHBIX IIpOIrpaMm
HHCTAJUIMPOBATHCA HAa TBOCM IICPCOHATIbHOM KOMIIBIOTEPC,

4. Hcnosmb3yil  aHTUBHPYCHBIE TNPOrPaMMHBIE IPOAYKTBI  MU3BECTHBIX
IPOU3BOJUTENEH, C aBTOMAaTUUECKUM OOHOBJIECHUEM 0a3;



5. Orpannub GU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIUII,

6. Mcnonb3yii BHEIIHUE HOCUTENN MH()OpPMAIINH, TaKhe KakK (hJelka, TUCK WIn
(aiin U3 HHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIbBIOTEpHBIE (DaliIbl, TONYYCHHbIE W3 HEHAJCKHBIX
MCTOYHUKOB. Jlaxke Te (haiipl, KOTOphIEe MPUCTA TBOM 3HAKOMBIN. Jlydle yTouHu y
HETO0, OTIPABIISI JIU OH TEOE UX.

Cetn WI-FI

Wi-Fi - 310 He Buj mepenauu JaHHBIX, HE TEXHOJIOTHUS, a BCETO JIMIIL OpeHs,
mapka. Eme B 1991 ronmy Huzaepnanjackas KOMIAaHMs 3aperucTpupoBasia OpeHn
"WECA", uro o6o3nauano ciaoBocouetanue "Wireless Fidelity", xortopsrit
nepeBOAUTCS Kak "OecrpoBOHAS TOYHOCTD'.

Jlo Hamiero BpeMeHHU joliuia Jpyras abOpeBuarypa, KOTopas sIBJISETCS TaKon
e TexHosoruen. 1o abopesuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHJApT BbIciIel 3ByKoBO#l TexHuku Hi-Fi, uTo B mepeBojae o3HayaeT "BbICOKAs
TOYHOCTB".

Jla, OecriaTHBIM WHTEPHET-IOCTYN B Kade, OTeIsIX W a’poropTax SBISETCS
OTJIMYHOM BO3MOYKHOCTBIO BBIXOJIa B MHTEepHET. HOo MHOTHE 3KCIepThl CUMTAIOT, YTO
obmenoctynubie Wi-Fi ceTn He SBISIOTCS 6€30TTaCHBIMH.

CoBeTbl 0 6€301aCHOCTH padOTHI B 00IIEIOCTYMHBIX ceTsiX Wi-fi:

1. He nmepenapait cBoro Jimunyro uHbopmaiuio yepe3 obmenoctynasie Wi-Fi
cetu. Paboras B HUX, JKeJaTeIhbHO HE BBOJIUTH MAPOJIHU JOCTYIA, JOTUHBI M KAaKHE-TO
HOMeEpa;

2. HUcnonp3yit 1 OOHOBJSH aHTHBUPYCHBIE MPOTpaMMbI U OpaHaMayep. Tem
CaMbIM Thl 00€30MacHIIb ce0s1 OT 3aKaUKH BUPyCa Ha TBOE YCTPOMCTRO;

3. [Ipu ucnonb3oBanuu Wi-Fi otkmoun Gynkmuro "O6mmii gocTym K Qaitnam
u npunrepam". JlaHHas QYHKUMS 3aKpbplTa [0 YMOJIYAHUIO, OJIHAKO HEKOTOpBIE
MOJTb30BATENIM aKTUBUPYIOT €€ JIsl yA00CTBa MCTIONBb30BaHMsI B paboTe Win yueoe;

4. He wucnonp3yit nyOonumuneii WI-FI g1 mepenaum JuYHBIX  TaHHBIX,
HAaIpUMEDP IS BBIXOJA B COLUAIBHBIE CETH WJIM B JIEKTPOHHYIO IOYTY;

5. Wcnionb3y# TonbKo 3anuineHHoe coenunenue yepe3 HTTPS, a ne HTTP, T.e.
pu Habope BeO-ampeca BBOAM HMeHHO "https://";



6. B MoOmibHOM Tenedone otkmoun Qysknuio "llogkmouenune k Wi-Fi
aBromaTudecku'". He momyckait aBTOMaTHyeCKOro MOJIKIIFOUEHUS YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

ConunanbHBIE CETU

CoumanbHbIC CETH aKTHBHO BXOJST B HAIlly JKM3Hb, MHOTHE JIFOJU PaOOTaIOT U
KUBYT TaM TIOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MUJUTHAP]] YETOBEK, UYTO
SIBJIICTCSI OJHOM CEeObMOM BCEX JKHATENeH InIaHeThl. MHOTHE II0Jb30BaTelIM HE
MMOHUMAIOT, YTO MHGOPMAIKs, pa3MeIIeHHAass UMH B COLIMAJIBHBIX CETAX, MOXKET OBITh
HalJlcHa W HWCIOJh30BaHA KEM YTOJHO, B TOM YHCJIE HE 00s3aTeNbHO C OJarmmu
HAMEPECHUSIMU.

OCHOBHBIEC COBETHI IT0 O€30ITaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpannys crucok Apy3ed. Y Tedst B Ipy3bsiX HE JOKHO OBITH CITydalHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amuiai CBOX YacTHYIO >ku3Hb. He ykasbiBail maposu, TenedoHsl, aapeca,
JIaTy TBOETO POXKACHUS U APYTYIO JIMUYHYIO HUH(POpMAIKIO. 3J0YMBIIUIEHHUKH MOTYT
UCIOJIB30BaTh Jake MH(OpMAIMI0O O TOM, KaK Thl MU TBOU POJUTEIN IUIAHUPYETE
MIPOBECTU KAaHUKYJIbI;

3. 3ammmai CBOIO pPEMyTaIHIo - ISPKH €€ B YUCTOTE | 3ajJaBail cebe BOIPOC:
XO0TeJ ObI ThI, YTOOBI JPYrUe MOIL30BATENN BUICIH, YTO Thl 3arpyxaenib? [logymaii,
MPEXJIe YeM UTO-TO OMyOJIMKOBATh, HAMIMCATh U 3arPy3UTh;

4. Ecnu Thl TOBOpUIIbL C JIFOJbMHU, KOTOPBIX HE 3Ha€lllb, HE MCHOJIb3YyH CBOE
peaibHOE UMsI U APYTYHO JIMYHYI0 HH(OpMAlMM: HUMs, MECTO >KUTEIbCTBA, MECTO
y4eObl U TIpovee;

5. U36erait pasmemenus dotorpaduii B MHTEpHETE, TAE THI M300paXkeH Ha
MECTHOCTH, 110 KOTOPOIH MOKHO ONPEIEIUTh TBOE MECTOIOJIOKEHUE;

6. IIpu peructpanuu B COIMaIbHON CETH HEOOXOIUMO UCIIOIb30BaTh CIOXKHBIE
MapoJIu, COCTOSIINE U3 OYKB U IU(MP U C KOJIMYECTBOM 3HAKOB HE MEHee &;

7. Jnst conuanbHOM ceTH, MOYTHI U APYTUX CAaWTOB HEOOXOIMMO MCIOIB30BaTh
pasHble napoiu. Torga ecian Te0s B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKHU MOTyYaT JOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

QHCKTpOHHBIC JACHBI'H

QHCKTpOHHBIC JACHBI'N - 3TO OYCHb y,Z[D6HBIﬁ cI1oco0 HH&TC)KCﬁ, OJHAaKO
CYIICCTBYIOT MOIICHHHUKH, KOTOPBIC XOTAT ITIOJIYYUTDb OTH ACHBI'H.



QHCKTpOHHBIC JCHBI'N IIOABUJINCH COBCCM HCOHABHO M MMCHHO H3-3a 3TOI'O BO
MHOTI'HX IOCydapCTBax 40 CHUX IIOP HC IIPOIIKMCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHM QYHKITMOHUPYIOT M O HUX YK€ IPOIKCAHO B 3aKOHE, TJIe UX
pa3nensioT Ha HECKOJIbKO BUIOB - aHOHMMHBIC M HE aHOHUMHBIE. Pa3HuIiia B ToM, 9T0
AaHOHMMHBIC - O3TO T, B KOTOPBHIX pa3pemraeTcs MPOBOAWTH oOlepanuun  0e3
UJIEeHTU(PUKAIIMN TI0JIb30BATEIII, & B HCAHOHUMHBIX HACHTHU(MHKALIMS TOJIb30BaTEeIs
SIBJIAETCSA 00s3aTEILHOM.

Taxxke cremyer pasznuyaTh DJJIEKTPOHHbIE (uUATHBIE JCHBIM  (PaBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) M HJICKTPOHHBIE He(UaTHbIE JEHbIU (HE pPaBHbI
roCyJIapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MacHOM paboTe C ANEKTPOHHBIMU JCHbIaMU:

1. TlpuBsku K cyeTy MOOMIIBHBIN Tene@oH. ITO camblid YJOOHBIA U OBICTPBII
Ccroco0 BOCCTAaHOBHUTH JOCTyNn K cueTy. llpuBsi3aHHBIA TeneQoH NMOMOXKET, €cCiu
3a0yJenp CBOM TUIaTEXKHBIM TMapoyib WM 3aiifielllb Ha CalT ¢ HE3HAKOMOTro
YCTPOWCTBA;

2. Hcnonb3yil opHopa3zoBble maposd. llocie mnepexoma Ha yCUIIEHHYIO
aBTOpU3aLUI0 TeOe yxke He OyneT yrpokaThb OINACHOCTh KpaKM WM IepexBara
IUIATEKHOTO MTApOJIs;

3. Boibepu crnoxubiii maponb. IlpectymHukam Oyner HE MPOCTO Yraaarh
CJIOKHBIN Maponb. HagexHple maposiv - 3TO Mapoiau, KOTOpbIE COAEpKaT HE MEHee 8
3HAKOB M BKJIIOYAIOT B C€OSI CTPOYHBIC M TPOIMMUCHBIE OYKBBI, TU(PHI M HECKOJIBKO

CHMBOJIOB, TaKH€ KaK 3HaK JoiIapa, QyHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hanpumep,
$tROng!;;

4. He BBOJAH CBOM JIMYHBIC JaHHBIC Ha caﬁTax, KOTOPBLIM HC JOBCPACIIDL.
QHCKTpOHHaSI Irodura

DIIEKTPOHHAS TOYTa - 3TO TEXHOJOTUS U MNPEAOCTABISIEMBIE €0 YCIYTH IO
MEePEChUIKE M TOJYYCHHUIO SJIEKTPOHHBIX COOOIIEHUM, KOTOPBIE paCHpeie/sSioTcsS B
KOMIBIOTEpHOU ceTH. (OOBIUHO BJEKTPOHHBIA TMOYTOBBIA  SIIUK  BBITJISIAUT
CIemyIomuM 00pa3oM: HMMsI_TONB30BaTEIA(@HUMS _JTIoMeHa. Takke KpoMme Iepeaavn
MIPOCTOr0 TEKCTA, UMEETCSI BO3MOKHOCTh IIepeaBaTh (haiibl.

OcCHOBHBIC COBETHI IO 0€30IacCHOM paboTe C IIECKTPOHHOU IMTOYTOM:

1. Hamo BBIOpaTh mNpaBWIBHBIA TMOYTOBBIA CEpBUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JYYIIE JOBEPSATH TEM,
KOT'0 3HA€IlIb U KTO MEPBBIN B PEUTUHTIE;



2. He yka3piBail B JMuHOM mouTe JUuHyl0 uHbopmaiuio. Hampumep, myudrne
BBIOpaTh "My3bIKaIbHBIN (haHat@" unu "pok2013" BmecTo "Temal3";

3. Ucnonb3yil IBYXATAHYIO aBTOPU3AIMIO. DTO KOI/Ia MIOMUMO HapoJIs HY>KHO
BBOJUTH KOJ, IPUChUIAEMbIN 10 SMS;

4. BpiOepu clOXHBIA Maposib. i KaXa0ro Mmo4YToBOTO SIIMKA JOJKEH OBITh
CBOU HAJIC)KHBIN, yCTOMYMBBIN K B3JIOMY apOJb;

5. Ecim ectb BO3MOXHOCTH HAIlMCaTh CaMOMYy CBOW JIMYHBIA BOIMPOC,
WCIIOJIB3YH 3Ty BO3MOYKHOCTB;

6. Mlcnonib3yii HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBbIii AJj1s1 4aCTHOM MEepEenuCKu
C azpecartaMH, KOTOPBIM Tbl JOBEpSiClIb. JTO OJJIEKTPOHHBIM aJIpec HE HAI0
WCII0JIb30BaTh IIPU PETUCTpalK Ha (hOpyMax U cauTax;

7. He otkpbiBail ¢aiiibl U Jpyrue BIOKEHUS B MHUChbMaxX, JaXKe €CIU OHU
NOPUIILIA OT TBOMX Jpy3el. Jlydille yTOYHM y HHX, OTIPAaBSUIM JU OHU TeOe ITH
(aiiibr;

8. Ilocne okoHuaHUs pabOTHI HA IOYTOBOM CEPBUCE MEPE]] 3aKPhITHEM BKJIAIKH
c cailToM He 3a0yAp HaXXaTh Ha "BeiiiTn".

KubepOymiuHT uiti BUPTYalbHOE M3/I€BATCIHLCTBO

KubepOynnuHr - npeciaeaoBaHue cOOOMEHUSIMH, COAECPKAIIMMHU OCKOPOJICHHUS,
arpeccuro, 3alyruBaHue; XYJUTaHCTBO; COLMAJIbHOE OOMKOTUPOBAHHE C MOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 60pHOE ¢ KNOEPOYIITMHTOM:

1. He Gpocaiics B 60ii. Jlydmumii crmoco0: MOCOBETOBAThCS Kak ceOsl BECTH H,
€CIM HEeT TOTO, K KOMY MOXHO OOpaTHTHCS, TO BHadaje YCIIOKOWUThCA. Eciam T
HaYyHEllb OTBEYaTh OCKOPOJICHHSIMH Ha OCKOpOJIGHHS, TO TOJIbKO eIe OOJbIIe
Pa3oXxoKenb KOH(PIUKT;

2. Yupasnsiii cBoel kubeppernyTaiuei;

3. AHOHUMHOCTh B CETH MHHUMas. CYIHCCTBYIOT CITOCOOBI BBIAICHUTDH, KTO CTOUT
34 aHOHHUMHBIM dKKayHTOM;

4. He crour BecTH XyJIUTaHCKUW oOpa3 BUPTyalbHOM >Ku3HU. WHTEepHET
¢ukcupyeT BCe TBOM JACHCTBHS W COXpaHSICT HUX. YJaIuTh HX OyHeT KpaiHe
3aTPYAHUTEIBHO;

5. CoOmroail CBOIO BUPTYAJIbHYIO YECTh CMOJIOJTY;



6. WrHopupyit emuHuuHbli HeraTtuB. (OJHOpPA30BbIE OCKOPOUTEILHBIC
cooOIIeHHs JydIlne UrHOpupoBaTh. OOBIYHO arpeccus IpeKpaiiaeTcs Ha HavyajabHON
CTaJINH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B
COIIMAJILHBIX CETSIX €CTh BO3MOXKHOCTh OJOKHPOBKH OTIPABKU COOOIIECHUN C
ONPE/ICIICHHBIX aJIPECOB;

8. Ecnu Tl cBumerens kubepOysumHra. TBOM ACHCTBHS: BBICTYNHUTH MPOTHB
IpeciieloBaTeNsl, IMOKa3aTb €My, 4YTO €ro JCHCTBHA OLEHUBAKOTCS HEraTUBHO,
NOAJIEPKAaTh KEPTBY, KOTOPOW HYXHA IICHUXOJIOTMYECKAass IOMOIb, COOOIIHTH
B3pOCJIBIM O (paKTe arpeCCUBHOIO MTOBEACHUS B CETH.

MoOunbHbIN TenedoH

CoBpeMeHHbBIE cMapT(OHBI M TUIAHIIETHI COAEPXKAT B ceOe BIIOJHE B3POCIIBIN
GyHKIMOHATN, W Temepb OHM MOTYT KOHKYPHUpPOBaTb CO CTallMOHApPHBIMU
KoMITbroTepamMu. OmHAKO, CPEICTB 3alIUTHI JJIS TOJOOHBIX YCTPOWCTB MOKa OYCHD
Majo. TecTupoBaHWE M MOUCK YSI3BUMOCTEH B HUX MPOUCXOJHWT HE TaK MHTCHCHBHO,
kak s [1K, To sxe camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPAaKTUYECKU JOTHAIN HACTOJIbHbBIE
aHaJIOTH, OJJTHAKO pacIIMpeHue (PyHKIMOHaIa BedeT 32 OO0 OOJBIIYIO CI0KHOCTD
Y MEHBIIIYIO 3aIUAIIEHHOCTD.

I[EU'IGKO HC BCC IIPOHU3BOJUTCIIM BBbIIIYCKAIOT O6HOBHCHI/IH, 3aKPBIBAIOIIINC
KPUTUYCCKUC YA3BUMOCTHU IAJII CBOUX YCTPOﬁCTB.

OCHOBHBIC COBETHI JJI1 0e3011acCHOCTH MOOMJIBHOT'O TCHG(i)OHaI

Hudero He sBisercs mo-HacTosieMy OecIlaTHBIM. Bynb OCTOpOXeH, Benb
Korja tebe mpenararoT OecIIaTHbII KOHTEHT, B HEM MOTYT OBITb CKpPBITHI KaKUE-TO
IIJIATHBIC YCIIYTH;

Hymaii, mpexze ueM oTnpaButb SMS, ¢oto miu Buaeo. Thl TOUHO 3HACIID, T/I€
OHU OYJyT B KOHEYHOM UTOrE?

Heo0xomumMo 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOETO cMapT(dhoHa;
Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JIsI MOOMJIBHBIX TEIE(OHOB;

He 3arpyaii mpuioKeHHss OT HEM3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT
COJIEpXKAaTh BPEIOHOCHOE MPOTrPaMMHOE 00ECTICUCHHE;

[Tocrme Toro Kak ThI BBIMIEIIH C CaiiTa, T/ BBOJAWJI JIMUYHYIO WH(OPMAIHIO,
3aiiI1 B HACTPOWKHM Opay3epa u ymamu cookies;



[Tepuonnueckn MPOBEPsi, KaKWe IUIATHBIC YCIYTH aKTHBHPOBAaHBI Ha TBOCM
HOMeEpe;

JlaBaii cBoil HOMEp MOOWJIBHOTO Tee(OHA TOJIBKO JIOASM, KOTOPBIX Thl
3HAEeIllb U KOMY JIOBEPSEIb;

Bluetooth nomkeH OBITH BBIKIIOYEH, KOTJa Thl MM HE TOJb3yelibcs. He
3a0bIBail HHOTIA TPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UIPBI - ITO KPACOUHBIE, 3aXBaThIBAIOIINE PA3BICUCHHUS,
00BEAMHAIOIINE COTHU THICAY YEJIOBEK M0 BceMy MuUpy. Urpoku uccnenyroT JaHHBIA
UM MUD, OOIIAIOTCS APYT C APYTOM, BHITIOIHSIOT 3aJaHHsl, CPAKAIOTCS C MOHCTPAMHU U
NOJy4aroT ONBIT. 3a YyJIOBOJILCTBUE OHHU IUIATST: MOKYNAKT JHUCK, OIUIAYMBaIOT
aOOHEMEHT WM PUOOPETAIOT KaKHe-TO OIIIHH.

Bce aTu cpenctBa uayT Ha MOAJAEpPKAHWE U PA3BUTUE WUIPBI, 4 TAK)KE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPHU3AIMHU, BBIMYCKAIOTCS HOBBIC
naT4u (HudpoBbIe 3aIIaTKU ISl POTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B moo6HBIX Urpax CTOUT OMAcaThCsi HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpa)Xu TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AIMH OOJIBIIMHCTBA
Urp.

OcHOBHEBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Eciin apyroit urpok BeneT ceOs IJI0X0 WM co3AaeT TeOe HEeNpHUSATHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. HOX(aJIYﬁCH AIMHUHHUCTPATOPAM HUI'PbI Ha IINIOXOC IMOBCACHHUC 3TOI'O0 HI'POKA,
JKCJIATCIIbHO IMPHUJIOXKUTb KaKHMC-TO N0KA3aTCJIbCTBA B BUJIC CKPHUHOB,

3. He yka3biBaiil muunyto uHbOpMaIuio B podaiiie urphi;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnmuBait HeopuImaabHbIC TATIYH U MOJIBI;

6. Mcnonb3y#l CI0KHBIE U Pa3HbIE MTAPOJIH;

7. I[EDKG BO BPCM:A UI'PbI HC CTOHUT OTKIOYATh aHTHUBUPYC. IToka ThI HUIrpaciib,
TBOM KOMIIBIOTCP MOI'YT 3apa3uTh.

OUIIMHT UIN KpaXa JUIHbIX JaHHBIX



OOBIYHOM Kpakel JIeHEeT U JOKYMEHTOB CErOJHs YK€ HUKOIO HE yAMBHILb, HO
C Pa3BUTHEM HMHTEPHET-TEXHOJIOTMH 3JIOYMBIIJIEHHUKH MEPEMECTHIINCH B UHTEPHET,
Y TIPOJIOJIKAIOT 3aHUMAThCA "'IMIOOMMBIM" 1€TTOM.

Tax mosBHIacK HOBasg yrpo3a: HMHTEPHET-MOIICHHHWYECTBA WM (DHUILIWHT,
TJIaBHAs 1I€7b KOTOPOTO COCTOMT B TOMYyYEHUH KOH(MUICHIMAIBHBIX JaHHBIX
NOJIb30BaTeNeN - JOruHOB U naposeil. Ha anrnuiickoM si3bike phishing unraercs xak
¢ummnr (ot fishing - peiOHas oS, password - Tapob).

OcHOBHBIE COBETHI IO 00pHOE € (PUITUHTOM:

1. Cnequ 3a cBOMM akkayHTOM. Ecii Thl mOJ03peBaeliib, UTO TBOSI aHKETa Obliia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUpOBAaTh €€ W COOOIIMTHh aJIMHUHHCTPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Vcnonw3yii Ge3omacHble BeO-CalThl, B TOM YHCIIEC, HHTEPHET-Mara3uHoB U
IIOUCKOBBIX CUCTEM;

3. Ucnonb3yil cioxHble W pa3Hble mapoiau. Takum oOpa3zoM, eciau TeOs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKH TMOJy4YaT JOCTYIl TOJBKO K OJHOMY TBOEMY
npouIto B CETH, a HE KO BCEM;

4. Ecnu 1e0s B3J0Malld, TO HEOOXOAUMO MPEAYNPETUTH BCEX CBOUX 3HAKOMBIX,
KOTOpBIEC J100aBJEeHbl y T€OsI B APY3bSX, O TOM, YTO T€Os B3JIOMaIu U, BOBMOXKHO, OT
TBOET0 UMEHHU OYyJIeT pacCchlIaThCA CIlaM U CCHUIKM Ha (DPUIITMHTOBBIE CANThI;

5. YcranoBu Haaexusiii napois (PIN) Ha MOOWIBHBIHN TeneoH;
6. OTKIIIOUYM COXpaHEHHE MapoJiid B Opaysepe;

7. He otkpbiBail ¢aiiibl U JIpyrue BIOKEHUS B MHUChbMaX, JaXKe €CIU OHU
NPUIIUIM OT TBOMX Jpy3el. Jlyuine yTOYHM y HUX, OTHPABISUIA JU OHU TeOe ITH
(baiibl.

[udposas penyrauus

[udposas penyranus - 3T0 HETaTUBHAS UM TO3UTUBHASI UHPOpPMALIUI B CETU
o tebe. Kommpomerupyromass uHpopmalusi, pasMmelieHHass B HHTEPHETE, MOXKET
CEpBhE3HBIM 00Pa30M OTPA3UTHCS HA TBOEH peaybHOM xu3HU. "[{udposas pemyrarus"
- 9TO TBOM UMHJIK, KOTOPBIN (popMupyeTcs u3 uadopmaiuu o rede B UHTEPHETE.

TBoe MecTo XKUTENbCTBA, yueObl, TBOE (PUHAHCOBOE IMOJIOKEHHE, OCOOEHHOCTH
XapakTepa 1 paccKasbl 0 OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue nOAPOCTKHA JIETKOMBICIIEHHO OTHOCATCS K NyONIMKanuu JIMYHOU
uHpopMaiuu B VHTEepHETE, HE MOHUMAsh BO3MOXKHBIX TOcHeACTBHA. Thl naxe He



CMOJXKEIIIb JI0TaJaThbCsi O TOM, 4TO (ororpadus, pa3MeileHHas S5 JieT Ha3aj, cTajia
MPUYUHON OTKa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pasmenenue tTBoux (otorpaduii U 1pyrue JeiCTBUS MOTYT HE
UCYE3HYTh JJaXe MOCJE TOTO, KaK Thl UX yAaIUIIb. Thl HE 3HACIIb, KTO COXPAHUI ATy
uHbOpMaIMIO, ToMNajia JU OHA B TOMCKOBBIE CHCTEMBI M COXpaHWJIAch JU OHA, a
IJIABHOE: YTO MOAYMAIOT O TeOe OKpYXKAIOIIHE JIF0IU, KOTOPbIE HAUAYT U YBUIAT 3TO.
Haiitn wuHdoOpManmio MHOTO JI€T CIyCTS CMOXET JI00W - Kak H3 J0OpBIX
noOy>KJI€HU, TaK U C HAMEPEHUEM NPUUMHUTD BPEA. ITO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE ITU(PPOBOH pEITyTALNH:

1. ITogymaii, mpexkae 4eM 4To-TO MyOJMKOBAaTh W MepefaBaTh y ceOs B Omore
WJIH B COIMAJILHOM CETH;

2. B mactpoiikax mpo¢uis yCTaHOBH OTpaHHYEHHS Ha MPOCMOTP TBOETO
npouIig U ero CoACPKUMOTO, CACIai ero TOJIbKO "I Apy3ei';

3. He pa3memiaii u He yka3bpiBail MHGOPMAIMIO, KOTOPAast MOXKET KOTO-THOO
OCKOPOJISITH MJIH OOMKATh.

ABTOpCKOE TIPaBO

CoBpeMeHHbIE  TIKOJIBHUKH - aAKTHBHBIC  IIOJIb30BATENM  ITU(POBOTO
npocTtpancTBa. OpHAKO MJaieko HE BCE 3HAIOT, YTO IIOJIb30BAaHUE MHOTHMH
BO3MOXKHOCTSIMHU LIU(POBOTO MHUpa TPeOYET COOTIOACHNUS MPaB Ha HHTEIUICKTYaJIbHYIO
COOCTBEHHOCTE.

Tepmun "WHTEUIEKTyadbHass COOCTBEHHOCTH"' OTHOCHTCS K Pa3IMYHBIM
TBOPCHHUSM UEJIOBEYECKOTO YyMa, HadyWHAs C HOBBIX HM300pETEHWH ¥ 3HAKOB,
0003HayUaMUX COOCTBEHHOCTh HAa MPOJYKTHl U YCIYTHM, W 3aKaHYMBasg KHUTAMH,
dboTorpadusMu, KHHOQHWIEMaMH U MY3bIKAIBHBIMU TTPOU3BEICHUSMH.

ABTOpCKHME TpaBa - 3TO MpaBa Ha HHTEIUIEKTYyaJlbHyI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAyKH, JIUTEpPATypbl M MCKyCCTBAa. ABTOPCKHME NpaBa BBICTYNAKOT B
KayeCTBE TapaHTUH TOT0, YTO MHTEIUIEKTyaJIbHbIN/TBOPUECKHUI TPy aBTOpa HE OyAeT
HaNpacHbIM, JAacT €My CIpaBeUIMBBIE BO3MOXHOCTH 3apaboTaTh Ha pe3yabTaTax
CBOEro TPyJa, NOJY4YUTh U3BECTHOCTh M Npu3HaHue. HukTo 6e3 paspemeHus aBropa
HE MOXET BOCHPOU3BOJAUTH €ro IPOU3BEICHUE, PACHPOCTPAHATh, ITYOJINYHO
JIEMOHCTPHPOBaTh, MPOJaBaTh, HMIIOPTHPOBATh, IyCKaTh B MIPOKAT, ITYOJIUYHO
UCIIOJHSATh, TI0Ka3bIBaTh/UCIIONHATE B 3pUpe WiK pa3Meniatsh B IHTepHeTe.

Hcnonb3oBanue "MupaTcKoro" mporpaMMHOro 0O€CleueHHUss MOXKET MPUBECTU
K MHOTMM PHUCKaM: OT IOTEPH JaHHBIX K TBOMM aKKayHTaM /10 OJIOKMPOBKU TBOETO



YCTpOﬁCTBa, I'IC YCTAHOBJICHA HCJICTAJIbHAS ITPpOIrpaMma. He crout Ttakxe 3a6BIBaTb,
4TO CYHICCTBYIOT JICTAJIBHBIC U OecIuiaTHBIE IIporpaMmbl, KOTOPBLIC MOKHO HaWTHU B
CCTH.

O noprane

CereBUYOK.p( - TBOW IJIAaBHBII COBETYHMK B CETH. 3/1€Ch Thl MOXEIb y3HATh O
0€30MacHOCTH B CETH MOHSATHBIM W JOCTYNHBIM SI3bIKOM, a MPU BO3HUKHOBEHHH
KPUTHYECKON CHUTyallud OOpaTUTbCA 3a COBETOM. A TakKe MNPHUHATH y4acThe B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



